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Key Points

Modernization can
be costly but isoften
worth it versus
starting over

Open source,
Software is not
FREE
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Best Analysis of Modernization Approach Looks at
Value & Time ToValue to the Business

Cost &

Technical Debt | [ ‘
) Value

Net Present
\ internal Rate of §
“ ‘ Return

\ Software

Maintenance
Software ‘ Return on
" | tment

‘ pevelopment | Inves

\L
\
\
A

It shouldn’t be just how long and how much...

Should include Business Case “WHY”
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Cost & Technical Rsof modernization

(Adapted from Microsoft& Gartner)

» Decommission if legacy app providing little value

Retl re * Possibly roll some legacy functionality into consolidated modern
application
7
RefaCtor * Preserve behavior by improving existing code
* Possibly execute on new infrastructure (PaaS)

« If legacy app providing value but commercial alternative can be
better

* RETAINif inexpensive or imprgctical to modernize
* WRAP:modern wrapper around app - additional value & benefits
e.g C#Javawrapper around COBOL app

— ~

* Viable functionality but Expensiveto run
* Move VM from on-premises to new environment E.glaaS

+ Application providing value but legacy language, environment

» Rewrite a new application that meets the current and upcoming
requirements

Redevelop

— -

©2018 Copyright Galorath Incorporated
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Modernization Requires “As Is”

Model Discovery Costs

» “As|s” usually requires
discovery (Systems
Engineering) to mine
knowledge

Business processes

Business rules & vocabulary

Logical data model models

Application logic

Physical data model

Program logic

Documentati
0N (hopefully)

Trying to change the organization processes
just because of new software can bedisaster

©2018 Copyright Galorath Incorporated
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" “Software & IT Should Both Be Estimated ..o e

Help Managing
Desk Changes
Backup &
Asset Deployment Restore
Management : '
Availability Information
Management Management
, Desk :
0100: Management

System
Operation

IT strategy

Event Compliance

Managem ent

Capacity
Planning

- Supplier
Risk Relationships

Management

Portfolio
Management

Security
Analysis & I . Management
Design mplementation

Identity
Management

Program
management

Project

Human Test
Engineering €S Change _
Maintenance
Control

Infrastructure
Management

Financial
Management

lT CONFIDENCE

Packaging Documentation
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Modernization Cost Impact Total Ownership Cost

IT Services & Development =

Infrastructure Are Situational but

Generally 60% of TOC Biggest Risk

e

m Software Development
m Software Maintenance
m IT Infrastructure

K1 IT Services

Software Development is about 6-10% oftotal ownership cost... e —

But much more of therisk
Assume $10m development could be over $100m total ownership

©2018 Copyright Galorath Incorporated



CNMES®. Todos los derechos reservados.

Registro en

Legacy Systems Have Substantial Costs That

Modernization May Offset

Staff Vs Maintenance Rigor

3500
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1500 A

1000 A
500 +
0 Frerrrr e e e e e e e e T T e e e e e e e e e e e T

1 7 1319 2531 374349556167 7379 85

staff hours per month

Time

O develop
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Open Source
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Open Source Software (0OSS)

https:/mww.slideshare.net/opensourceacademy/power-point-presentation-on-open-source-software

Computer software that is available in source code form:

Source code and certain other rights normally reserved for copyright holdersare
provided under alicense

that permits users to study, change, improve and at times also to distribute the software.

Term (OSS)now MISused for many license
types

Open Use

Black Box Use

Black Box from Vendor
Open Use developmental

© 2018 Copyright Galorath Incorporated
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USLaw Considers Open Source Software
Commercial But Licensing Varies

Anyone can do anything
Doesn't mean it issafe

Public Domain

Minimal requirements on software modification or

Permissive redistribution
AKA: Apache Style or BSDStyle or MIT license

Lesser General Any user must be given the right to modify
PUinC License Your developed code might have to beexposed

When redistributing the program, you cannot add

free software

restrictions to deny other people the central freedoms of

All rights reserved
Software may not be modified or redistributed

© 2018 Copyright Galorath Federal
Incorporated
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—  USOMB M-16-21 Promote Reuse & Open

Source.. But

+ M-16-21, OMB'’s Federal Source Code Policy: Achieving
Efficiency, Transparency, and Innovation through
Reusable and Open Source Software requirements

* (1) all custom-developed code must be available for reuse
within the government subject to limited exceptions (e.g.,
national security) and

* (2) Pilot program, federal agencies must release at least
20 percent of their custom-developed code to the public
as 0SS

» Goalisto promote reuse asa cost saving measure to
reduce redundant coding

© 2018 Copyright Galorath Federal
Incorporated

Analytics : Reusability Level Required

Effort Sensitivity

>»

* Problem: Up to 63%increase in

initial development effort tomake
software reusable in the firstplace
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Estimate Open Source Costs

A. Estimate BEstimate C.Estimate

Selection Open Source
Open source :
P maintenance

D. Estimate
open source

operational

SISIEMS development
license costs

Engineering
& legal e cost

& obsolesce

» Sizing can be functional, SLOC,GOTSCognition
* Depending on source

* One study estimated within 2% using functions in
documentation table of contents

© 2018 Copyright Galorath Federal
Incorporated
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Open Source Summarized Costing Process

Black Box Use

Black Box Use from
Vendor

Open Use
Development
al

© 2013 Copyright Galorath Incorporated

Compute Effective
Size, Functionality or
SLOC, or use Systems
Engineering model

Compute Effective
Size, Functionality or
SLOC

Compute Effective
Size, Functionality or
SLOC

Compute Total,
Effective, New Size

Use Effective
Size

Similar to Open
Source Open
Use

Various, good
approach is
function points

Estimate as
Developme
nt

X.1 X.2 X.3 X4
Systems Engineering | Development Maintenance | Additional Costs

Open Use

Cost Model with  Licensing Cost

Use Total or
Effective Size

Same as Open
Use

Same as Open
Use

Same as Open
Use

Licensing Cost

Licensing Cost plus
Support

May have licensing
cost
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Static Code Analysis Can Help Quantify Open
Source Quality (Source Cast Software)

L. * Reliable measurement: CISQSoftware Sizing and Quality Standards.

y + Automated: Sizing AFPand AEFPby a tool which remove subjectivity.
m » Consistent: Same rules and assumption from version to version.

« Businessrelevant: Risk adjusted Productivity with normalization for
trending.

A+ Factbased measurement: All metrics quality, quality or complexity should
il be accessible by both side (client and vendor).

« S Aor KPI: All metrics quality, quality or complexity can be reuse in some
contract focus on the evolution.



CNMES®. Todos los derechos reservados.
Registro en tramite, NCP 1430.

Coverity and Open Source Projects

 Coverity is providing afree service foropen source

projects
®? )

h@é@@ ) Jenkins

741 projects
2.5M LOC
@ Coverity Scan
44,641 defects are fixed

(Only 10.2% of identified defects are false positives in 2013)



Source

Step 1: Set Redesign Factors
Redesign Breakdown
Formula
Result Redesign Percentage
Weight Redesign Component
Architectural Design Change
78 |Detailed Design Change
0.5 |Reverse Engineering Required
0.225 [Redocumentation Required
0.075 |Revalidation Required

:

2

]
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How ToCompute Effective Size For Open

0.22*A+0.78*B+0.5*C+0.3*(1-(0.22*A+0.76"B))*(3*"D+E)/4
0.00% 0.00% 0.00%

Least Likely Most Percentage of the existing software that...

0% 0% 0% .. requires architectural design change
0% 0% 0% .. requires detailed design change

0% 0% 0% ... requires reverse engineering

0% 0% 0% .. requires redocumentation

0% 0% 0% .. requires revalidation with the new design

Step 2: Set Reimplementation Factors

Reimplementation Breakdown
Formula
Result Reimplementation Percentage
eight Inputs
37 |Recoding Required
11 _|Code Review Required
52 |Unit Testing Required

i

=)

=
(N1

Step 3: Set Retest Factors
Retest Breakdown
Formula
Result Retest Percentage
eight Inputs
0.1 |Test Plans Required
04 |Test Procedures Required
13 |Test Reports Required
Test Drivers Required
Integration Testing
Formal Testing

;

<

3
@

=
N
o

=
w
>

2
o
n
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37" A+ 11"B +.52*C
0.00% 0.00% 0.00%

Least Likely Most Percentage of the existing software that...

0% 0% 0% ... requires actual code changes
0% 0% 0% ... requires code reviews
0% 0% 0% ... requires unit testing

A0*A+ 04"B + 13*C + .25"D + 36*E + 12°F
0.00% 0.00% 0.00%

Least Likely Most Percentage of the existing software that...

0% 0% 0% ... requires test plans to be rewritten

0% 0% 0% ... requires test procedures to be identified and written
0% 0% 0% ... requires documented test reports

0% 0% 0% .. requires test drivers and simulators to be rewritten
0% 0% 0% -.. requires integration testing

0% 0% 0% .. requires formal demonstration testing
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Open Source Obsolescence Is ACost/
Schedule Risk

» OpenOifiice... Open Source Competitor to Microsoft Office
* Developers moved to LibreOffice

» Openoffice seeing little development and potentially drawing
potential LibreOffice users to “a defunct piece of software” PCWorld

http://www.pcworld.com/article/2977112/software-productivity/why-you-should-ditch-openoffice-and-use-the-free-libreoffice-suite.html

« Apost on the Apache OpenOffice blog fromback in April, 2015 pleads
for more developers. “OpenOffice is currently in the need to expand
the number of its developers,” it says. “We believe that seeing our
release cycle slow down would damage the whole OpenCOffice
ecosystem.”

For Non-Mainstream Open Source Obsolescence risk is high and must be costed



http://www.pcworld.com/article/2977112/software-productivity/why-you-should-ditch-openoffice-and-use-the-free-libreoffice-suite.html
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Open Source Classification &
Estimation Approach

Used as it, Non- « Changed (Developmental
Developmental Software software)
(NDI) « Systems engineering /
« Systems engineering / Selection
Selection

Reuse/ Mods
Integration & test
Maintenance

« COTSCognition

* Integration & Test

« Maintenance

 Possible data migration cost

Possible data migration cost

Availability does not guarantee suitability, reliability, or information

assurance

© 2018 Copyright Galorath Federal
Incorporated
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Cloud Costing

WHENMES
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NIST - Cloud ServiceModels

May Build On

“Application”

SaaS: Buy and use

Cloud Saa$ « ”
complete apps

May Build On
“Platform” Cloud Web _ N
Services, Components PaaS: Reusability
PaaS
“Infrastructure” (Network, laaS: Environment

Compute, Storage) laaS

Service Models Have Blurred Together and are no longer a valuable cost
driver

Registro en tramite, NCP 1430.
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We Know How ToEstimate Cloud Costs and
ROI

» Cloud isn't sodifferent
« Alternate approaches to cost, ROlor business case NOT needed

« BUT.. Systems engineering costs can skyrocket
« Many jobs change, don’t dissapear

 Important to identify costs that will increase as well as decrease.. E.Q.
bandwidth

* Risk must be factored in
 E.g.data inaccessibility

« SaaSand on-premises setup costs could be similar..
« BEWAREthe shopping list on cloudsites

When cloud computing is perceived

SRR el as a panacea, with assumed savings, it's buyer beware
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On Premises Often Cheaper
(laaS Example)

/n-house(Buy) $8,873 total 5year%/

Replacement Server: Dell PowerEdge T430 - $3,943

Back-up Software License and agents (2 options)

1.  Symantec Back-up Exec: $2,822 (includes 2014 vr and 4 agents)
2.  Dell NetVault - $2,108 (includes 1 TBcapacity)

Note: Costs Here EXCLUDEIT Support Costs $8 873
]

/C|OUd $32,115 Total s$6,423Annual |

Your estimate

(ol [ [s]=]~]
—
’ $535.68

$635.68 * 12

Support options $0.00
$535.68

Y — $535.68

Note: Costs Here EXCLUDEIT Support Costs
© 2017 Galorath Incorporated 23
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-  Cloud Solutions Still Have Major Organizational

Responsibilities & Costs
I N L

Corporate Data

Archival Backups

Local user support

Source Code

Application Configuration

Programming Languages

Frameworks

Containers

Operating System

Hardware

Service level agreements

Organization
Organization
Organization
Organization
Organization
Organization
Organization
Organization
Vendor

Vendor

Difficult or
impossible

Organization
Organization
Organization
Organization
Organization
Vendor
Vendor
Vendor
Vendor

Vendor

Difficult or
impossible

Organization
Organization
Organization
Vendor
Maybe
Vendor
Vendor
Vendor
Vendor

Vendor

Difficult or
impossible

Note The Line between laaS and PaaSis blurring to the point thatis

| generally NOT a cost driver

© 2018 Copyright Galorath Federal

Incorporated
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Cloud Selection & Costing Process

| 1-ij5t‘:_:c“ySEI”ffi”ee”r(‘9: 2. Estimate | | 3. Obtain initial
* laentuty platrorm (e.g. . . c
Privats, hybri, private) Migration Costs supplier costs
* Number VM's . Software * Virtual machines
* Bandwidth Development « Storage costs

v EsnRle . Conversion - Bandwidth
 Additional resources

« Identify security * Operations * Backup (hot,
considerations | automatic, rollover)

4. Estimate costrange

© 2018 Copyright Galorath Federal
Incorporated
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Some Gottchas in Cloud Costing

« Reliability requirements can double cloud resources needed
 Security

 Hot backup can double cloud resources

* Is backup in cloud sufficient

 Will timing work with application being modernized

« $6.19 per hour may sound like a bargain. .. but that can be $54kper
year
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Cyber Security

iy

T

W“MES IT CONFIDENCE
L

YA s ISBSG
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Cybersecurity Costing Includes Software,
Hardware, IT & Policy

Hardening of Cyber
products (Software
& hardware)

Ongoing cyber
related policies &
practices

Hardening of anIT
or Cloud network

Above costs don'’t include cost impact of breaches (Galorath studying costing breach impact)

© 2018 Copyright Galorath Incorporated
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Cyber Example Cost Breakdown

(Deployment of an Intrusion Prevention System)

=t~ Z 1Intrusion Prevention System Deployment

=l Z 1.1 Research, Architecture, Analysis
- [}y 1.1.1 Business Case & Research
------ d! 1.1.2 Systems Engineeering

=l % 1.2 Purchases

------ % § 1.2.11PS System
------ ¥31.2.2 Supporting Network Devices

------ 7. 1.2.3 Licensing

=1~ % 1.3 Installation and Configuration

------ #4 1.3.11PS Hardware Installation & Configuration
------ ¥4 1.3.2 Supporting Network Enhancement

------ ¢l 1.3.31PS SW Installation & Configuration

------ ¢ 1.3.4 Event Log Analyzer

~~~~~ {E 1.3.5 Data Migration

------ ¢l 1.3.6 Event Log Database

=~ Z 1.4 Qualification & Check out (Optional)
&), 1.4.11PS Qualification

=l Z 1.5Training

------ # 1.5.1 Admin Users

- # 1.5.21PS Operators

=l Z 1.6 Monitoring

------ g 1.6.1 Event Log Monitoring (12x5) - Gold SLA
i @8 1.6.2 Event Log Monitoring (12x5) - Silver+ SLA

© 2018 Copyright Galorath Incorporated
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- Galorath Cyber Security Cost Data Collection
In 3" Year

I

Category Sub Category Appic ation Human/TechncalBoth (0/172) Idertly Protect Detect Respond Recover Least _Ukely Most Unt (cost per) Least LUkely  Most

Data Security Data Encryption Portadie Encryptng Haed Deve 10T1 1 0 1 0 0 0 NA NA NA NA $31800 $1.10550 $1 3’

Email Security Emaid Encryption Domainieys idertfied Mal (OKIM) 1 0 1 0 0 0 NA NA NA NA NA NA

Email Security Emai Encryption Integrated Data Pretection 1 0 1 0 0 0 NA NA NA NA NA NA

Email Security Emai Encryption 1 0 1 0 0 0 NA NA NA NA NA NA

Email Security Emad Encryption Secure Emad Gateway (SEG) 1 1 1 0 0 0 NA NA NA NA  $3586902 . $91,

Endpoint Security Appication Control  |Ant-Spam 1 1 1 1 0 0 NA NA NA NA NA NA j

Endpoint Security Appication Control | Ant-Virus 1 1 1 1 1 0 NA NA NA NA NA NA

Endpoint Security |Biometric (Buological) Fegerpant 2 0 1 1 0 0 $3999 $637 50 $2.250 00 machine NA NA WA

Endpoint Security |Biometnc (Buological)ins 2 0 1 1 0 0 $190 00 $1.259 67 $2275.00 machine NA NA

Endpoint Security |Biometric (Buological) Paim 2 0 1 1 0 0 $369 99 $7,900.00 $13.770.36 machne NA NA

Endpoint Security |Endpoint Protecton HEDR (Endpont Detection and R 2 1 1 1 1 1 NA NA NA NA NA NA !

Endpoint Security |Endpont Protection FEndpont eacrystion 1 1 1 1 0 0 NA NA NA NA WA NA K

Endpoint Security |Endpont Protecton FWhtelst 2 1 1 1 0 0 NA WA NA NA $000 $350000 $650.000

Endpoint Security |Host Intrusion Preven|HPS PCU 1 1 1 1 0 0 NA NA NA NA NA NA n)

Endpoint Security |Host Preven|HPS e 1 1 1 1 0 0 NA NA NA NA NA NA W

Endpoint Security |P. ManagemdAccess Manage 2 1 1 0 0 0 NA NA NA NA NA NA

Endpoint Security |Password ManagemedPassword Control 2 1 1 1 0 0 NA NA NA NA NA NA N
Federated on c 1 1 1 0 [) N/ NA NA 32 1- 108 seats - 1001 s 95264 1

:?W" \-yw Py , / J ~o,\_’ \ l ). ,\J \.ﬁ}“*’ “"

(P — |Protected Systems

Category Sub Category Apgi ation iComputee _ Printer

Data Security Data Encryption Portatie Encrypting Hard Deve 10T( 1

Email Security Emad Encryption  |Domanieys identifed Mad (OKIM) 1

Email Security Emad Encrypton  [integrated Data Protection 1

Email Security  |Emad Encryption 0

Email Security Emad Encryption  [Secure Emad Gateway (SEG) 1

Endpoint Security |Apphcation Control  |At-Spam 1

Endpoint Security [Apphcation Control | Ase-Virus 1

Endpoint Security |Biometnic (Buologic al) Fingerpont

Endpoint Security |Bometnc (Bological) s

Endpoint Security | Boometnc (Buological) Paim

Endpoint Security |Endpont Protection REDR (Endpont Detection and R

Endpoint Security |Endpont Protection REndport encryption

Endpoint Security |Endpont Protection Fwhtelst 1

Endpoint Security |Host Intrusion PrevenHPS PCU 1

Endpoint Security = Pr = o

Endpoint Security |Password ManagemdAccess Mansgement

Endpoint Security |P. 9 assword Cortrol

Identity GovernandFederated dentty | Single Sign on Service 1

Identity Governand LDAP repostory LOAP Praies 1

Identity GovernandLDAP repostory Meta Drectones 1

Identity G DAP y Vietual-Or 1

Identity Proofing S{Endpont-centnc Callee 0 0

Identity Proofing S{Endpont.centnc Dewce Sngecprnt 1

‘Identity Proofing S{Endpont-centric Geolocation analysis 1
)
1

L

© 2013 Copyright Galorath Incorporated
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Key Points

Modernization can
be risky &
substantially
misestimated

Modernization
approaches can
reduce cost & risk

CNMES®. Todos los derechos reservados.
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